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(57) ABSTRACT

A method for link aggregation failure protection includes:
receiving failure information including a failure location and
an identity of more than one corresponding logical link, a
failed physical link and more than one physical link form an
LAG, each physical link in the LAG corresponds to logical
links with a same identity, and the logical links with the same
identity in the LAG correspond to an RSP device of a back-
bone layer and a receiving device of an access layer and
forward data separately through more than two aggregation
devices at an aggregation layer locating between the back-
bone layer and the access layer; according to the failure
information, bundling a logical link corresponding to the
failed physical link with a logical link corresponding to a
physical link without failure in the LAG to form a logical
LAG:; and transmitting, through the logical LAG, data sent to
the failed physical link.
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METHOD, DEVICE, AND SYSTEM FOR LINK
AGGREGATION FAILURE PROTECTION

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of International Appli-
cation No. PCT/CN2011/075367, filed on Jun. 7, 2011,
which claims priority to Chinese Patent Application No.
201010282752.3, filed on Sep. 14, 2010, both of which are
hereby incorporated by reference in their entireties.

TECHNICAL FIELD

The present disclosure relates to the field of communica-
tion technologies, and in particular, to a method, device, and
system for link aggregation failure protection.

BACKGROUND

A link aggregation group (Link Aggregation Group, LAG)
is defined by an IEEE 802.3ad standard: Multiple Ethernet
(Ethernet) links between two directly connected communica-
tion devices may form an aggregation relationship. FIG. 1
shows the case that two devices are connected through two
Ethernet lines. Two physical ports on either ofthe two devices
are bundled together to form one logical port. The two Eth-
ernet links are aggregated into “one” logical link for the two
devices. This provides convenience for high-layer protocol
communication and traffic forwarding.

In the method for link aggregation failure protection in the
prior art, as shown in FIG. 2, device 3 (Device3), device 4
(Deviced), and device 5 (Device5) are all connected to two
aggregation devices (AGG Device) AGG1 and AGG2, and
forward data through the aggregation devices. Two physical
links on device 3, device 4, and device 5 separately form an
LAG. After an aggregation device receives a data packet sent
by device 3, device 4, or device 5, the aggregation device
looks up its own MAC address table according to the MAC
(Media Access Control, MAC) address carried in the data
packet and forwards data. Normally, the link between the two
aggregation devices is in the closed state. When one physical
link fails, for example, the link between device 4 and AGG1
fails, AGG1 sends all the data sent to device 4 to AGG2, and
AGG?2 forwards the data according to the media access con-
trol address, and sends the data to device 4.

In the prior art, the two aggregation devices need to notify
each other of information about reachability of the MAC
address so that normal forwarding of data may be ensured
when a failure occurs. However, the MAC address table is a
dynamic table and real-time learning and aging are required.
Therefore, synchronization of MAC addresses of the two
aggregation devices cannot be ensured, and thereby normal
sending of data can hardly be ensured when the link fails.

SUMMARY

Embodiments of the present disclosure provide a method,
device, and system for link aggregation failure protection,
which are used to solve the problem in the prior art that
normal sending of data can hardly be ensured when a link
fails.

In one aspect, an embodiment of the present disclosure
provides a method for link aggregation failure protection,
including:

receiving failure information, where the failure informa-
tion includes a failure location of a failed physical link and an
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identity of more than one corresponding logical link, the
failed physical link and more than one physical link form a
link aggregation group LLAG, each physical link in the LAG
corresponds to logical links with a same identity, and the
logical links with the same identity in the LAG correspond to
a telecom provider RSP device of a backbone layer and a
receiving device of an access layer and forward data sepa-
rately through more than two aggregation devices at an aggre-
gation layer, where the aggregation layer is located between
the backbone layer and the access layer;

according to the failure location and the identity of the
more than one corresponding logical link, bundling a logical
link corresponding to the failed physical link with a logical
link corresponding to a physical link without failure in the
LAG to form a logical link aggregation; and

transmitting, through the logical link aggregation, data sent
to the failed physical link.

In another aspect, an embodiment of the present disclosure
provides an aggregation device, including:

a receiving module, configured to receive failure informa-
tion, where the failure information includes a failure location
of a failed physical link and an identity of more than one
corresponding logical link, the failed physical link and more
than one physical link form a link aggregation group LAG,
each physical link in the LAG corresponds to logical links
with a same identity, and the logical links with the same
identity in the LAG correspond to a telecom provider RSP
device of a backbone layer and a receiving device of an access
layer and forward data separately through more than two
aggregation devices at an aggregation layer, where the aggre-
gation layer is located between the backbone layer and the
access layer;

a bundling module, configured to bundle, according to the
failure location and the identity of the more than one corre-
sponding logical link, a logical link corresponding to the
failed physical link with a logical link corresponding to a
physical link without failure in the LAG to form a logical link
aggregation; and

a sending module, configured to transmit, through the logi-
cal link aggregation formed by the bundling module, data sent
to the failed physical link.

An embodiment of the present disclosure further provides
a system for link aggregation failure protection, including: at
least two aggregation devices, where:

each of the aggregation devices is configured to: receive
failure information sent by other aggregation devices, where
the failure information includes a failure location of a failed
physical link and an identity of more than one corresponding
logical link, the failed physical link and more than one physi-
cal link form a link aggregation group LAG, each physical
link in the LAG corresponds to logical links with a same
identity, and the logical links with the same identity in the
LAG correspond to a telecom provider RSP device of a back-
bone layer and a receiving device of an access layer and
forward data separately through more than two aggregation
devices at an aggregation layer, where the aggregation layeris
located between the backbone layer and the access layer;
according to the failure location, the identity of the more than
one corresponding logical link, and a transmission direction,
bundle a logical link corresponding to the failed physical link
with a logical link corresponding to a physical link without
failure in the LAG to form a logical link aggregation; and
transmit, through the logical link aggregation, data sent to the
failed physical link.

With the method, device, and system for link aggregation
failure protection according to embodiments of the present
disclosure, when failure information is received, according to
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the failure location and the identity of the corresponding
logical link in the failure information, a logical link corre-
sponding to the failed physical link is bundled with a logical
link corresponding to a physical link without failure in the
LAG to form a logical link aggregation for transmitting data.
In the embodiments of the present disclosure, data does not
need to be forwarded according to the MAC address, and
instead, the data is forwarded directly according to the iden-
tity of the logical link, thereby ensuring normal transmission
of data in the LAG.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic structural diagram of a link aggrega-
tion group in the prior art;

FIG. 2 is a schematic diagram of a network topology in the
prior art;

FIG. 3 is a flowchart of a first embodiment of a method for
link aggregation failure protection provided in the present
disclosure;

FIG. 4 is a structural diagram of a network topology of a
cross-connect LAG provided in an embodiment of the present
disclosure;

FIG. 5 is a flowchart of a second embodiment of a method
for link aggregation failure protection provided in the present
disclosure;

FIG. 6 is a structural diagram of a network topology shown
in FIG. 3 after bundling of logical links;

FIG. 7 is a schematic diagram of a network topology in
which an aggregation layer in a network topology in FIG. 3
includes two aggregation sublayers;

FIG. 8 is a flowchart of a third embodiment of a method for
link aggregation failure protection provided in the present
disclosure;

FIG. 9 is a structural diagram of a network topology of a
cross-connect LAG in an embodiment shown in FIG. 8;

FIG. 10 is a schematic structural diagram of a first embodi-
ment of an aggregation device provided in the present disclo-
sure;

FIG. 11 is a schematic structural diagram of a second
embodiment of an aggregation device provided in the present
disclosure;

FIG. 12 is a schematic structural diagram of a third
embodiment of an aggregation device provided in the present
disclosure; and

FIG. 13 is a schematic structural diagram of a first embodi-
ment of a system for link aggregation failure protection pro-
vided in the present disclosure.

DETAILED DESCRIPTION

The technical solution of the present disclosure is herein-
after described in detail with reference to the accompanying
drawings and embodiments.

FIG. 3 is a flowchart of a first embodiment of a method for
link aggregation failure protection provided in the present
disclosure. As shown in FIG. 3, the method includes:

S101. Receive failure information, where the failure infor-
mation includes a failure location of a failed physical link and
an identity of more than one corresponding logical link, the
failed physical link and more than one physical link form a
link aggregation group LLAG, each physical link in the LAG
corresponds to logical links with a same identity, and the
logical links with the same identity in the LAG correspond to
a telecom provider RSP device of a backbone layer and a
receiving device of an access layer, and forward data sepa-
rately through more than two aggregation devices at an aggre-
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gation layer, where the aggregation layer is located between
the backbone layer and the access layer.

The backbone layer includes multiple telecom provider
(Retail Service Provider, RSP) devices, where the RSP
devices may belong to different telecom providers, or may
also belong to the same telecom provider. The access layer
includes multiple access devices (Access Devices), and the
aggregation layer is located between the backbone layer and
the access layer and includes multiple aggregation devices
(Aggregation Devices, AGG Devices), where the aggregation
devices usually may be routers (Routers) or Ethernet switches
(LAN Switches).

The following takes FIG. 4 as an example for description.
FIG. 4 shows a structural diagram of a network topology of a
cross-connect LAG involved in the method for link aggrega-
tion failure protection provided in an embodiment of the
present disclosure. In FIG. 4, the backbone layer has two RSP
devices: RSP1 and RSP2; the access layer has two access
devices: Access Devicel and Access Device2; the aggrega-
tion layer has two aggregation devices: AGG1 and AGG2.
But, the present disclosure is not limited thereto. Actually,
each of the backbone layer, access layer, and aggregation
layer may have multiple devices.

As shown in FIG. 4, each of RSP1 and RSP2 of the back-
bone layer has two physical links, which are connected to
AGG1 and AGG2 separately; two physical links of each of
RSP1 and RSP2 form an LAG. In each LAG, each LAG may
be divided into multiple logical links logically by carrying a
specified identity (Identity, ID) in the packet header of a
transmitted data packet. For example, the LAG formed by a
physical link between RSP1 and AGG1 and a physical link
between RSP1 and AGG2 may be logically divided into two
logical links with identity 4 and identity 7. Therefore, in the
LAG formed by RSP1, each physical link may be logically
divided into two logical links with identity 4 and identity 7.
That is, the physical link between RSP1 and AGG1 may be
logically divided into two logical links with identity 4 and
identity 7, and the physical link between RSP1 and AGG2
may be logically divided into two logical links with identity 4
and identity 7.

Inthe LAG, logical links with the same identity correspond
to an RSP device and an access device, and forward data
through more than two aggregation devices. In FIG. 4, the
logical link with identity 4 corresponds to RSP1 and Access
Devicel, that is, the identity of the data packet transmitted
between RSP1 and Access Devicel is 4, and the logical link
forwards data through AGG1 and AGG2 separately; the logi-
cal link with identity 7 corresponds to RSP1 and Access
Device2, that is, the identity of the data packet transmitted
between RSP1 and Access Device2 is 7, and the logical link
forwards data through AGG1 and AGG2 separately.

Therefore, the data packet transmitted between RSP1 and
Access Devicel, namely, the data packet with identity 4, and
the data packet transmitted between RSP1 and Access
Device2, namely, the data packet with identity 7, are for-
warded through AGG1 and AGG2 respectively; likewise, the
data packet transmitted between RSP2 and Access Devicel,
namely, the data packet with identity 5, and the data packet
transmitted between RSP2 and Access Device2, namely, the
data packet with identity 8, are forwarded through AGG1 and
AGQG?2 respectively.

Similar to the RSP at the backbone layer, each access
device also has two physical links, which are separately con-
nected to AGG1 and AGG2 to form respective LAGS. The
physical link between Access Devicel and AGG1 and the
physical link between Access Devicel and AGG2 may also be
logically divided into two logical links with identity 4 and
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identity 5. The logical link with identity 4 corresponds to
Access Devicel and RSP1 and forwards data through AGG1
and AGG2 separately; the logical link with identity 5 corre-
sponds to Access Devicel and RSP2 and forwards data
through AGG1 and AGG2 separately.

Likewise, the physical link between Access Device2 and
AGG1 and the physical link between Access Device2 and
AGG2 may also be logically divided into two logical links
with identity 7 and identity 8. The logical link with identity 7
corresponds to Access Device2 and RSP1 and forwards data
through AGG1 and AGG2 separately; the logical link with
identity 8 corresponds to Access Device2 and RSP2 and
forwards data through AGG1 and AGG2 separately.

As seen from the above description, the data transmitted
between the backbone layer and the access layer is transpar-
ently transmitted through more than two aggregation devices
separately in a cross-connect way, forming the cross-connect
LAG shown in FIG. 4.

S102. According to the failure location and the identity of
the more than one corresponding to the logical link, bundle a
logical link corresponding to the failed physical link with a
logical link corresponding to a physical link without failure in
the LAG to form a logical link aggregation.

S103. Transmit, through the logical link aggregation, data
sent to the failed physical link.

After a physical link fails, for example, the physical link
between RSP1 and AGG1 in FIG. 3 fails, the aggregation
device AGG1 connected to the failed physical link sends
failure information to the other aggregation device AGG2
through a connection channel between the aggregation
devices, where the failure information includes the failure
location (between RSP1 and AGG1) of the failed physical
link and the identities (identity 4 and identity 7) of corre-
sponding logical links, so as to forward traffic that should be
sent to the failed physical link to AGG2, and trigger AGG2 to
receive the forwarded traffic.

The other aggregation device AGG2 receives the failure
information sent by AGG1 from the connection channel
between the aggregation devices, where the information
includes identities (identity 4 and identity 7) of logical links
corresponding to the failed physical link. Since the physical
link between AGG2 and RSP1, and the failed physical link
form an LAG, while the physical link also may be logically
divided into two logical links with identity and identity 7, and
since the logical link with identity 4 corresponds to RSP1 and
Access Devicel, and the logical link with identity 7 corre-
sponds to RSP1 and Access Device2, AGG2 bundles the
logical links with identity 4 and identity 7 corresponding to
the failed physical link with the logical links, with identity 4
and identity 7 corresponding to the physical link without
failure connected to AGG2 respectively, to form a logical link
aggregation with identity 4 and a logical link aggregation
with identity 7. In addition, since the failure information
received by AGG2 further includes the failure location of the
failed physical link, AGG2 may bundle, according to the
failure location, the logical link sending data to the failed
physical link.

After bundling the logical link, AGG2 transmits the traffic
forwarded by AGG1, namely, the data sent to the failed physi-
cal link, to RSP1 through the logical link aggregation formed
after the bundling.

With the method for link aggregation failure protection
provided in the embodiment, when failure information is
received, according to the failure location and the identity of
the corresponding logical link in the failure information, the
logical link corresponding to the failed physical link is
bundled with the logical link corresponding to a physical link
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without failure in the LAG to form a logical link aggregation
for transmitting data. In the method embodiment, data does
not need to be forwarded according to the MAC address.
Therefore, the problem of learning and aging of the MAC
address does not exist. Since the logical links with the same
identity correspond to an RSP and an access device, data may
be forwarded directly according to the identity of the logical
links, thereby ensuring normal transmission of data in the
LAG.

FIG. 5 is a flowchart of a second embodiment of a method
for link aggregation failure protection provided in the present
disclosure. As shown in FIG. 5, on the basis of the previous
embodiment, the method for link aggregation failure protec-
tion may specifically include:

S201. Receive failure information, where the failure infor-
mation includes a failure location of a failed physical link and
an identity of more than one corresponding logical link, the
failed physical link and more than one physical link form a
link aggregation group LLAG, and each physical link in the
LAG corresponds to logical links with a same identity. The
logical links with the same identity in the LAG correspond to
an RSP device of a backbone layer and a receiving device of
an access layer and forward data separately through more
than two aggregation devices at an aggregation layer, where
the aggregation layer is located between the backbone layer
and the access layer.

S202. Bundle a first logical port with a second logical port
to form a third logical port in a forwarding table, where the
first logical port is configured to receive data sent to the failed
physical link, and the second logical port is configured to
receive data sent to the physical link without failure.

Ifthe location of the failed physical link is located between
the backbone layer and the aggregation layer, the logical link
that is located between the access layer and the aggregation
layer and corresponds to the failed physical link, is bundled
with the logical link that is located between the access layer
and the aggregation layer and corresponds to the physical link
without failure; if the failure location of the failed physical
link is located between the access layer and the aggregation
layer, the logical link that is located between the backbone
layer and the aggregation layer and corresponds to the failed
physical link is bundled with the logical link that is located
between the backbone layer and the aggregation layer and
corresponds to the physical link without failure.

Specifically, taking the case shown in FIG. 6 as an example,
FIG. 6 is a structural diagram of a network topology shown in
FIG. 3 after bundling of logical links. In FIG. 6, the location
of the failed physical link is located between the backbone
layer and the aggregation layer, and specifically, the physical
link between RSP1 and AGG1 fails.

The physical links between RSP1 and AGG1 and between
RSP1 and AGG2 are aggregated into one LAG, where the
LAG may be divided into logical link 4 and logical link 7
according to transmitted data packets of different IDs. The
logical link with identity 4 corresponds to RSP1 and Access
Devicel, that is, the identity of the data packet transmitted
between RSP1 and Access Devicel is 4, and the logical link
with identity 7 corresponds to RSP1 and Access Device2, that
is, the identity of the data packet transmitted between RSP1
and Access Device2 is 7.

It should be noted that, the logical link may have different
identities in different network segments, for example, the
identity of the logical link with identity 4 between RSP1 and
Access Devicel may be 4' in the network segment from RSP1
to AGG1, and may be 4 in the network segment from AGG1
to Access Devicel. The existing aggregation device may
identify the identity.
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When the physical link between RSP1 and AGG1 fails,
AGG1 sends failure information to AGG2 first through the
connection channel between the aggregation devices; then
AGG 1 forwards all traffic sent to the failed physical link to
AGG?2 through the connection channel between the aggrega-
tion devices, while the failure information is used to inform
AGG?2 of the failure location and the identity of the logical
link corresponding to the failed physical link, so as to trigger
AGG?2 to receive the forwarded traffic and bundle the logical
links.

The bundling of the logical links is actually bundling logi-
cal ports. Bundling the first logical port with the second
logical port to form a third logical port in the forwarding table,
is specifically as follows:

In AGG2, a physical port connected to Access Devicel
exists, where the physical port may transmit the data packet
with ID 4. Therefore, the physical port may be regarded as a
logical port with identity 4.

AGQG2 receives, from the port (namely, the first logical
port) connected to AGG 1, the traffic sent to the logical link
with identity 4 corresponding to the failed physical link;
AGG?2 receives, from the logical port (namely, the second
logical port) with identity 4 connected to Access Devicel, the
traffic sent to the logical link with identity 4 corresponding to
the physical link without failure in the LAG. AGG2 bundles
the first logical port with the second logical port to form a
third logical port 4' in the forwarding entry of AGG2.

Likewise, AGG2 receives, from the port (namely, the first
logical port) connected to AGG 1, the traffic sent to the logical
link with identity 7 corresponding to the failed physical link;
AGG?2 receives, from the logical port (namely, the second
logical port) with identity 2 connected to Access Device2, the
traffic sent to the logical link with identity 2 corresponding to
the physical link without failure in the LAG. AGG2 bundles
the first logical port with the second logical port to form a
third logical port 7' in the forwarding entry of AGG2.

After the logical ports are bundled, the traffic sent to the
failed physical link in the LAG of RSP1 and the traffic sent to
the physical link without failure in the LAG are all received
through the third logical ports (namely, 4' and 7'), so that the
traffic sent to the failed physical link may be normally sent
through the third logical port formed after bundling.

S203. Encapsulate data received from the third logical port,
where the data received from the third logical port includes
the data sent to the failed physical link, and further includes
the data sent to the physical link without failure.

S204. Send the encapsulated data to a fourth logical port,
where the fourth logical port is configured to forward the data
sent to the physical link without failure.

The data received from the third logical port includes: the
traffic sent to the failed physical link in the LAG of RSP1, and
the traffic sent to the physical link without failure in the LAG.

AGQG2 also has a physical port connected to RSP1, where
the physical port may transmit the data packets with ID 4 and
1D 7. Therefore, the physical port may be regarded as a logical
port with identity 4 and a logical port with identity 7.

After AGG2 receives data from the third logical port,
AGG?2 encapsulates the data, and specifically, may perform
multi-protocol label switching (Multi-Protocol Label
Switching, MPLS) encapsulation, or carry new IDs in the
packet headers of the data packets.

After encapsulation, AGG2 sends the encapsulated data to
the physical port (fourth logical port) connected to RSP1.
This physical port is called the fourth logical port because the
physical port may actually be regarded as a logical port with
identity 4 and a logical port with identity 7. The encapsulated
data is sent to RSP1 through the fourth logical port.
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The above data encapsulation process may be regarded as
a process of establishing an internal channel for the logical
link with identity 4 between RSP1 and AGG2 and the logical
link with identity 4 between AGG2 and Access Devicel
inside AGG2. The above data encapsulation process also
includes the process of establishing an internal channel for
the logical link with identity 7 between RSP1 and AGG2 and
the logical link with identity 7 between AGG2 and Access
Device2 inside AGG2. After the logical channel is established
inside AGG2, AGG2 may be considered to have logical chan-
nel 4 and logical channel 7. The data received from logical
port 4' is sent to RSP1 directly through the internal logical
channel 4, and the data received from logical port 7' is sent to
RSP1 directly through the internal logical channel 7.

Likewise, logical channel 5 and logical channel 8 may also
be established inside AGG2; or logical channels 4, 5, 7, and 8
may also be established separately in AGG1 by means of data
encapsulation.

The internal logical channel is established, so that the
aggregation device does not need to forward data according to
MAC address, and thereby the problem of learning and aging
of the MAC address does not exist.

Taking RSP1 as an example, the actual communication
peer of RSP1 is Access Devicel and Access Device2. RSP1
sends data to the actual communication peer Access Devicel
through two logical links actually. One logical link is: a logi-
cal link with identity 4 from RSP1 to AGG1, an internal direct
channel 4 of AGG1, and a logical link with identity 4 from
AGG1 to Access Devicel in sequence; the other logical link
is: a logical link with identity 4 from RSP1 to AGG2, an
internal direct channel 4 of AGG2, and a logical link with
identity 4 from AGG2 to Access Devicel in sequence. RSP1
sends data to the actual communication peer Access Device2
through two logical links actually. One logical link is: a logi-
cal link with identity 7 from RSP1 to AGG1, an internal direct
channel 7 of AGG1, and a logical link with identity 7 from
AGG1 to Access Device2 in sequence; the other logical link
is: a logical link with identity 7 from RSP1 to AGG2, an
internal direct channel 7 of AGG2, and a logical link with
identity 7 from AGG2 to Access Device2 in sequence. That is,
the data sent by RSP1 to Access Devicel and Access Device2
is transparently transmitted to Access Devicel and Access
Device2 in a cross-connect way through the internal logical
channels of AGG1 and AGG2.

Actually, both the backbone layer and the access layer may
include multiple devices, and the aggregation layer may also
include multiple aggregation devices. The aggregation
devices may work in pairs, and transparently transmit the data
sent by any RSP device at the backbone layer to the access
device at the access layer in a cross-connect way, or transpar-
ently transmit the data sent by any access device at the access
layer to multiple RSP devices at the backbone layer in a
cross-connect way, forming multipoint-to-multipoint data
transmission between the backbone layer and the access
layer.

In addition, it should be noted that the aggregation layer
may be formed by more than two aggregation sublayers. F1G.
7 shows a case that the aggregation layer includes two aggre-
gation sublayers. Each aggregation sublayer includes mul-
tiple aggregation devices, and one aggregation device at each
aggregation sublayer and the corresponding aggregation
devices in other aggregation sublayers form a whole for for-
warding data. Among the aggregation devices at each aggre-
gation sublayer, the same logical links are only needed to be
connected.

In the method for link aggregation failure protection pro-
vided in the embodiment, when failure information is
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received, according to the failure location and the identity of
the corresponding logical link in the failure information, the
logical link corresponding to the failed physical link is
bundled with the logical link corresponding to a physical link
without failure in the LAG to form a logical link aggregation
for transmitting data. In the method embodiment, inside the
aggregation device, logical channels are established for logi-
cal links of each network segment by using methods such as
data encapsulation. Therefore, data does not need to be for-
warded according to the MAC address, the problem of learn-
ing and aging of the MAC address does not exist, and the data
only needs to be forwarded according to the identity of the
logical link, thereby ensuring normal transmission of data in
the LAG.

In the above two embodiments of the method for link
aggregation failure protection, when a physical link fails, the
logical link corresponding to the failed physical link is
bundled with the logical link corresponding to the physical
link without failure in the LAG to form a logical link aggre-
gation for transmitting data.

FIG. 8 is a flowchart of a third embodiment of a method for
link aggregation failure protection provided in the present
disclosure. The method for link aggregation failure protection
provided in the embodiment includes:

S301. Detect a failed physical link, where the failed physi-
cal link and more than one physical link form a link aggrega-
tion group LAG, each physical link in the LAG corresponds to
logical links with a same identity, and the logical links with
the same identity in the LAG correspond to an RSP device of
abackbone layerand a receiving device of an access layer and
forward data separately through more than two aggregation
devices at an aggregation layer, where the aggregation layeris
located between the backbone layer and the access layer.

The backbone layer includes multiple RSP devices; the
access layer includes multiple access devices; the aggregation
layer is located between the backbone layer and the access
layer, and includes multiple aggregation devices AGG
Devices, where the aggregation devices usually may be rout-
ers or Ethernet switches (LAN Switches).

For the structural diagram of the network topology of the
cross-connect LAG involved in the method for link aggrega-
tion failure protection provided in the embodiment, reference
may be made to FIG. 4 and the related description in the first
embodiment of the method for link aggregation failure pro-
tection, which is not further described herein.

S302. Notify the device sending data to the failed physical
link to stop sending data on the logical link corresponding to
the failed physical link and to continue sending data to the
logical link corresponding to the physical link without failure
in the LAG.

Referring to FIG. 9, description is provided by using an
example in which the physical link between RSP1 and AGG1
at the first communication layer fails. In one aspect, the failed
physical link may be logically divided into a logical link with
identity 4 and a logical link with identity 7 according to the ID
number of a transmitted data packet, while another physical
link (a physical link from RSP1 to AGG2), which forms an
LAG with the failed physical link, may also be divided into a
logical link with identity 4 and a logical link with identity 7.

Because devices sending traffic to the failed physical link
include Access Devicel and Access Device2, Access Devicel
sends traffic to the failed physical link through the logical link
with identity 4 from Access Devicel to AGG1, and Access
Device2 sends traffic to the failed physical link through the
logical link with identity 7 from Access Device2 to AGG1.
Therefore, after AGG1 detects a failed physical link, AGG1
notifies Access Devicel and Access Device2 to stop sending
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data to the logical link with identity 4 from Access Devicel to
AGG1 and the logical link with identity 7 from Access
Device2 to AGG1 respectively, but because AGG2 does not
initiate a notification to Access Devicel and Access Device2,
Access Devicel may still send traffic to the failed physical
link through the logical link with identity 4 from Access
Devicel to AGG2, and Access Device2 may send traffic to the
failed physical link through the logical link with identity 7
from Access Device2 to AGG2. This ensures smooth com-
munication of the logical link with identity 4 between Access
Devicel and RSP1 and the logical link with identity 7
between Access Device2 and RSP1. It can be seen that, the
method may achieve the following effect: In the LAG, the
logical link corresponding to the failed physical link does not
transmit data, while the logical link corresponding to the
physical link without failure continues transmitting data.

In another aspect, the physical link between Access
Devicel and AGG1 includes a logical link with identity 5 in
addition to the logical link with identity 4, where the logical
link with identity 5 corresponds to Access Devicel and RSP2;
likewise, the physical link between Access Device2 and
AGG1 includes a logical link with identity 8 in addition to the
logical link with identity 7, where the logical link with iden-
tity 8 corresponds to Access Device2 and RSP2. AGG1 noti-
fies Access Devicel to stop sending data on the logical link
with identity 4 corresponding to the physical link between
Access Devicel and AGG1 but to continue sending data on
the logical link with identity 5; likewise, AGG1 notifies
Access Device2 to stop sending data on the logical link with
identity 7 corresponding to the physical link between Access
Device2 and AGG1 but to continue sending data on the logi-
cal link with identity 8. It can be seen that, the physical link
between Access Devicel and AGG1 corresponds to the logi-
cal link with identity 4 and the logical link with identity 5; the
physical link between Access Device2 and AGG1 corre-
sponds to the logical link with identity 7 and the logical link
with identity 8. This method may also achieve the following
effect: Onelogical link corresponding to a physical link sends
data, and another corresponding logical link stops sending
data.

With the method for link aggregation failure protection
provided in the embodiment of the present disclosure, when
the physical link between the RSP device of the backbone
layer and the aggregation device of the aggregation layer
and/or between the access device of the access layer and the
aggregation device of the aggregation layer fails, the aggre-
gation device connected to the failed physical link notifies the
device sending data to the failed physical link to stop sending
traffic on the logical link corresponding to the failed physical
link but to continue sending traffic on the logical link corre-
sponding to the physical link without failure in the LAG. The
method embodiment, in one aspect, may achieve the effect
that the logical link corresponding to the failed physical link
does not transmit data in the LAG, while the logical link
corresponding to the physical link without failure continues
transmitting data; and in another aspect, may achieve the
effect that one logical link corresponding to a physical link
sends data, and another corresponding logical link stops send-
ing data. In the method embodiment, data does not need to be
forwarded according to the MAC address. Therefore, the
problem of learning and aging of the MAC address does not
exist. Because the logical links with the same identity corre-
spond to an RSP device and an access device, data may be
forwarded directly according to the identity of the logical
links, thereby ensuring normal transmission of data in the
LAG.
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In the third embodiment of the method for link aggregation
failure protection, the notification initiated by the aggregation
device may be carried in the protocol pre-created between the
backbone layer and the access layer, or may be carried by
configuring an existing protocol between the backbone layer
and the access layer.

Persons of ordinary skill in the art may understand that all
or part of the steps in the method according to the embodi-
ments may be implemented by hardware under the instruction
of a program. The program may be stored in a computer
readable storage medium and when the program runs, the
steps in the method according to the embodiments are
executed. The storage medium is any medium that may store
program codes, such as a ROM, a RAM, a magnetic disk, or
a CD-ROM.

FIG. 10 is a schematic structural diagram of a first embodi-
ment of an aggregation device provided in the present disclo-
sure. Referring to FIG. 10, the aggregation device includes: a
receiving module 101, a bundling module 102, and a sending
module 103.

The receiving module 101 is configured to receive failure
information, where the failure information includes a failure
location of a failed physical link and an identity of more than
one corresponding logical link, the failed physical link and
more than one physical link form a link aggregation group
LAG, each physical link in the LAG corresponds to logical
links with a same identity, and the logical links with the same
identity in the LAG correspond to an RSP device of a back-
bone layer and a receiving device of an access layer and
forward data separately through more than two aggregation
devices at an aggregation layer, where the aggregation layeris
located between the backbone layer and the access layer.

The bundling module 102 is configured to bundle, accord-
ing to the failure location and the identity of the more than one
corresponding logical link, a logical link corresponding to the
failed physical link with a logical link corresponding to a
physical link without failure in the LAG to form a logical link
aggregation.

The sending module 103 is configured to transmit, through
the logical link aggregation formed by the bundling module
102, data sent to the failed physical link.

With the aggregation device provided in the embodiment,
when failure information is received, according to the failure
location and the identity of the corresponding logical link in
the failure information, the logical link corresponding to the
failed physical link is bundled with the logical link corre-
sponding to the physical link without failure in the LAG to
form a logical link aggregation for transmitting data. In the
device embodiment, data does not need to be forwarded
according to the MAC address. Therefore, the problem of
learning and aging of the MAC address does not exist.
Because the logical links with the same identity correspond to
an RSP device and an access device, data may be forwarded
directly according to the identity of the logical links, thereby
ensuring normal transmission of data in the LAG.

FIG. 11 is a schematic structural diagram of a second
embodiment of an aggregation device provided in the present
disclosure. Referring to FIG. 11, the aggregation device
includes: a receiving module 11, a bundling module 12, and a
sending module 13.

The receiving module 11 is configured to receive failure
information, where the failure information includes a failure
location of a failed physical link and an identity of more than
one corresponding logical link, the failed physical link and
more than one physical link form a link aggregation group
LAG, each physical link in the LAG corresponds to logical
links with a same identity, and the logical links with the same

10

15

20

25

30

35

40

45

50

55

60

65

12

identity in the LAG correspond to a telecom provider RSP
device of a backbone layer and a receiving device of an access
layer and forward data separately through more than two
aggregation devices at an aggregation layer, where the aggre-
gation layer is located between the backbone layer and the
access layer.

The bundling module 12 is configured to bundle, according
to the failure location and the identity of the more than one
corresponding logical link, a logical link corresponding to the
failed physical link with a logical link corresponding to a
physical link without failure in the LAG to form a logical link
aggregation.

The sending module 13 is configured to transmit, through
the logical link aggregation formed by the bundling module
12, data sent to the failed physical link.

Further, if the failure location is located between the back-
bone layer and the aggregation layer, the bundling module 12
may be specifically configured to: bundle the logical link that
is located between the access layer and the aggregation layer
and corresponds to the failed physical link with the logical
link that is located between the access layer and the aggrega-
tion layer and corresponds to the physical link without failure.

Alternatively, if the failure location is located between the
access layer and the aggregation layer, the bundling module
12 may be further specifically configured to: bundle the logi-
cal link that is located between the backbone layer and the
aggregation layer and corresponds to the failed physical link
with the logical link that is located between the backbone
layer and the aggregation layer and corresponds to the physi-
cal link without failure.

In addition, the bundling operation performed by the bun-
dling module 12 is specifically: bundling a first logical port
with a second logical port to form a third logical port in a
forwarding table, where the first logical port is configured to
receive data sent to the failed physical link, and the second
logical port is configured to receive data sent to the physical
link without failure.

The sending module 13 may further include: an encapsu-
lating submodule 131 and a forwarding submodule 132.

The encapsulating submodule 131 is configured to encap-
sulate data received from the third logical port, where the data
received from the third logical port includes the data sent to
the failed physical link, and further includes the data sent to
the physical link without failure.

The forwarding submodule 132 is configured to send the
data encapsulated by the encapsulating submodule 131 to a
fourth logical port, where the fourth logical port is configured
to forward the data sent to the physical link without failure.

With the aggregation device provided in the embodiment
of the present disclosure, when failure information is
received, according to the failure location and the identity of
the corresponding logical link in the failure information, the
logical link corresponding to the failed physical link is
bundled with the logical link corresponding to the physical
link without failure in the LAG to form a logical link aggre-
gation for transmitting data. In the device embodiment, inside
the aggregation device, logical channels are established for
logical links of each network segment by using methods such
as data encapsulation. Therefore, data does not need to be
forwarded according to the MAC address, the problem of
learning and aging ofthe MAC address does not exist, and the
data only needs to be forwarded according to the identity of
the logical link, thereby ensuring normal transmission of data
in the LAG.

FIG. 12 is a schematic structural diagram of a third
embodiment of an aggregation device provided in the present
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disclosure. Referring to FIG. 12, the aggregation device
includes: a detecting module 31, and a notifying module 32.

The detecting module 31 is configured to detect a failed
physical link, where the failed physical link and more than
one physical link form a link aggregation group LAG, each
physical link in the LAG corresponds to logical links with a
same identity, and the logical links with the same identity in
the LAG correspond to a telecom provider RSP device of a
backbone layer and a receiving device of an access layer and
forward data separately through more than two aggregation
devices at an aggregation layer, where the aggregation layeris
located between the backbone layer and the access layer.

The notifying module 32 is configured to notify the device
sending data to the failed physical link to stop sending data on
the logical link corresponding to the failed physical link and
to continue sending data to the logical link corresponding to
the physical link without failure in the LAG.

With the aggregation device provided in the embodiment,
when the physical link between the RSP device of the back-
bone layer and the aggregation device of the aggregation layer
and/or between the access device of the access layer and the
aggregation device of the aggregation layer fails, the aggre-
gation device connected to the failed physical link notifies the
device sending data to the failed physical link to stop sending
traffic on the logical link corresponding to the failed physical
link but to continue sending traffic on the logical link corre-
sponding to the physical link without failure in the LAG. The
device embodiment, in one aspect, may achieve the effect that
in the LAG, the logical link corresponding to the failed physi-
cal link does not transmit data while the logical link corre-
sponding to the physical link without failure continues trans-
mitting data; and in another aspect, may achieve the effect
that one logical link corresponding to a physical link sends
data, and another corresponding logical link stops sending
data. In the device embodiment, data does not need to be
forwarded according to the MAC address. Therefore, the
problem of learning and aging of the MAC address does not
exist. Because the logical links with the same identity corre-
spond to an RSP device and an access device, data may be
forwarded directly according to the identity of the logical
links, thereby ensuring normal transmission of data in the
LAG.

FIG. 13 is a schematic structural diagram of a first embodi-
ment of a system for link aggregation failure protection pro-
vided in the present disclosure, where the system includes at
least two aggregation devices 1.

Each aggregation device 1 is configured to: receive failure
information sent by other aggregation devices 1, where the
failure information includes a failure location of a failed
physical link and an identity of more than one corresponding
logical link, the failed physical link and more than one physi-
cal link form a link aggregation group LAG, each physical
link in the LAG corresponds to logical links with a same
identity, and the logical links with the same identity in the
LAG correspond to a telecom provider RSP device of a back-
bone layer and a receiving device of an access layer and
forward data separately through more than two aggregation
devices 1 at an aggregation layer, where the aggregation layer
is located between the backbone layer and the access layer;
according to the failure location and the identity of the more
than one corresponding logical link, bundle a logical link
corresponding to the failed physical link with a logical link
corresponding to a physical link without failure in the LAG to
form a logical link aggregation; and transmit, through the
logical link aggregation, data sent to the failed physical link.

With the system for link aggregation failure protection
according to the embodiment of the present disclosure, when
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failure information is received, according to the failure loca-
tion and the identity of the corresponding logical link in the
failure information, the logical link corresponding to the
failed physical link is bundled with the logical link corre-
sponding to a physical link without failure in the LAG to form
a logical link aggregation for transmitting data. In the system
embodiment, data does not need to be forwarded according to
the MAC address. Therefore, the problem of learning and
aging of the MAC address does not exist. Because the logical
links with the same identity correspond to an RSP device and
anaccess device, data may be forwarded directly according to
the identity of the logical links, thereby ensuring normal
transmission of data in the LAG.

The system for link aggregation failure protection provided
in the embodiment of the present disclosure corresponds to
the method for link aggregation failure protection provided in
the embodiment of the present disclosure, where, for all the
network topology structures of the cross-connect LAG and
related descriptions thereof involved in the embodiment of
the aggregation device and the embodiment of the system for
link aggregation failure protection, and the specific process of
implementing link aggregation failure protection, reference
may be made to the embodiment of the method for link
aggregation failure protection.

The failure information in all the above embodiments of
the present disclosure may also be sensed or detected by the
device, which is not limited by the embodiments of the
present disclosure.

Finally, it should be noted that the embodiments of the
present disclosure are intended for describing the technical
solution of the present disclosure other than limiting the
present disclosure. Although the present disclosure is
described in detail with reference to the foregoing embodi-
ments, persons of ordinary skill in the art should understand
that they can still make modifications to the technical solution
described in the foregoing embodiments or make substitu-
tions to some technical features thereof, without departing
from the spirit and scope of the technical solution of the
embodiments of the present disclosure. The method is appli-
cable to information routing and forwarding performed by a
routing node in other various wireless communication net-
works.

What is claimed is:
1. A method for link aggregation failure protection, the
method comprising:

receiving failure information, wherein the failure informa-
tion comprises a failure location of a failed physical link
and an identity of more than one corresponding logical
link, the failed physical link and more than one physical
link form a link aggregation group (LLAG), each physical
link in the LAG corresponds to logical links with a same
identity, and the logical links with the same identity in
the LAG correspond to a telecom provider Retail Ser-
vice provider (RSP) device of a backbone layer and a
receiving device of an access layer and forward data
separately through at least two aggregation devices at an
aggregation layer, wherein the aggregation layer is
located between the backbone layer and the access layer;

according to the failure location and the identity of the
more than one corresponding logical link, bundling a
logical link corresponding to the failed physical link
with a logical link corresponding to a physical link with-
out failure in the LAG to form a logical link aggregation;
and

transmitting, through the logical link aggregation, data sent
to the failed physical link;
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wherein a first aggregation device coupled to the failed
physical link sends the failure information to a second
aggregation device, the second aggregation device per-
forming, when the failure location is located between the
access layer and the aggregation layer:
bundling a logical link that is located between the back-
bone layer and the aggregation layer and corresponds
to the failed physical link with a logical link that is
located between the backbone layer and the aggrega-
tion layer and corresponds to the physical link without
failure.

2. The method according to claim 1, further comprising:

bundling a first logical port with a second logical port to

form a third logical port in a forwarding table, wherein
the first logical port is configured to receive data sent to
the failed physical link, and the second logical port is
configured to receive data sent to the physical link with-
out failure.

3. The method according to claim 2, wherein transmitting,
through the logical link aggregation, data sent to the failed
physical link comprises:

encapsulating data received from the third logical port,

wherein the data received from the third logical port
comprises the data sent to the failed physical link, and
further comprises the data sent to the physical link with-
out failure; and

sending the encapsulated data to a fourth logical port,

wherein the fourth logical port is configured to forward
the data sent to the physical link without failure.
4. A method for link aggregation failure protection, the
method comprising:
receiving failure information, wherein the failure informa-
tion comprises a failure location of a failed physical link
and an identity of more than one corresponding logical
link, the failed physical link and more than one physical
link form a link aggregation group (LAG), each physical
link in the LAG corresponds to logical links with a same
identity, and the logical links with the same identity in
the LAG correspond to a telecom provider Retail Ser-
vice provider (RSP) device of a backbone layer and a
receiving device of an access layer and forward data
separately through at least two aggregation devices at an
aggregation layer, wherein the aggregation layer is
located between the backbone layer and the access layer;

according to the failure location and the identity of the
more than one corresponding logical link, bundling a
logical link corresponding to the failed physical link
with a logical link corresponding to a physical link with-
out failure in the LAG to form a logical link aggregation;
and

transmitting, through the logical link aggregation, data sent

to the failed physical link;

wherein a first aggregation device coupled to the failed

physical link sends the failure information to a second

aggregation device, the second aggregation device per-

forming:

bundling a first logical port with a second logical port to
form a third logical port in a forwarding table,
wherein the first logical port is configured to receive
data sent to the failed physical link, and the second
logical port is configured to receive data sent to the
physical link without failure;

wherein transmitting, through the logical link aggregation,

data sent to the failed physical link, comprises:
encapsulating data received from the third logical port,
wherein the data received from the third logical port
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comprises the data sent to the failed physical link, and
further comprises the data sent to the physical link
without failure; and
sending the encapsulated data to a fourth logical port,
wherein the fourth logical port is configured to for-
ward the data sent to the physical link without failure.
5. The method according to claim 4, wherein, encapsulat-
ing data received from the third logical port comprises:
performing multi-protocol label switching MPLS encap-
sulation on the data received from the third logical port.
6. A method for link aggregation failure protection, the
method comprising:
receiving failure information, wherein the failure informa-
tion comprises a failure location of a failed physical link
and an identity of more than one corresponding logical
link, the failed physical link and more than one physical
link form a link aggregation group (LLAG), each physical
link in the LAG corresponds to logical links with a same
identity, and the logical links with the same identity in
the LAG correspond to a telecom provider Retail Ser-
vice provider (RSP) device of a backbone layer and a
receiving device of an access layer and forward data
separately through at least two aggregation devices at an
aggregation layer, wherein the aggregation layer is
located between the backbone layer and the access layer;
according to the failure location and the identity of the
more than one corresponding logical link, bundling a
logical link corresponding to the failed physical link
with a logical link corresponding to a physical link with-
out failure in the LAG to form a logical link aggregation;
and
transmitting, through the logical link aggregation, data sent
to the failed physical link;
wherein a first aggregation device coupled to the failed
physical link sends the failure information to a second
aggregation device, the second aggregation device per-
forming, when the failure location is between the back-
bone layer and the aggregation layer:
bundling a first logical port with a second logical port to
form a third logical port in a forwarding table,
wherein the first logical port is configured to receive
data sent to the failed physical link, and the second
logical port is configured to receive data sent to the
physical link without failure;
wherein transmitting, through the logical link aggregation,
data sent to the failed physical link, comprises:
encapsulating data received from the third logical port,
wherein the data received from the third logical port
comprises the data sent to the failed physical link, and
further comprises the data sent to the physical link
without failure; and
sending the encapsulated data to a fourth logical port,
wherein the fourth logical port is configured to for-
ward the data sent to the physical link without failure.
7. An aggregation device, comprising a processor and a
memory, wherein the memory stores one or more instructions
for instructing the processor to perform the steps of:
receiving failure information, wherein the failure informa-
tion comprises a failure location of a failed physical link
and an identity of more than one corresponding logical
link, the failed physical link and more than one physical
link form a link aggregation group (LLAG), each physical
link in the LAG corresponds to logical links with a same
identity, and the logical links with the same identity in
the LAG correspond to a telecom provider Retail Ser-
vice provider (RSP) device of a backbone layer and a
receiving device of an access layer and forward data
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separately through at least two aggregation devices at an
aggregation layer, wherein the aggregation layer is
located between the backbone layer and the access layer;

bundling, according to the failure location and the identity
of the more than one corresponding logical link, a logi-
cal link corresponding to the failed physical link with a
logical link corresponding to a physical link without
failure in the LAG to form a logical link aggregation; and

transmitting, through the logical link aggregation, data sent
to the failed physical link;

wherein when the failure location is located between the

access layer and the aggregation layer, the memory
stores one or more instructions for instructing the pro-
cessor to perform the steps of:

bundling a logical link that is located between the back-

bone layer and the aggregation layer and corresponds to
the failed physical link with a logical link that is located
between the backbone layer and the aggregation layer
and corresponds to the physical link without failure.

8. The aggregation device according to claim 7, wherein
the memory stores one or more instructions for instructing the
processor to perform the steps of:

bundling a first logical port with a second logical port to

form a third logical port in a forwarding table, wherein
the first logical port is configured to receive data sent to
the failed physical link, and the second logical port is
configured to receive data sent to the physical link with-
out failure.

9. The aggregation device according to claim 8, wherein
the memory stores one or more instructions for instructing the
processor to perform the steps of:

encapsulating data received from the third logical port,

wherein the data received from the third logical port
comprises the data sent to the failed physical link, and
further comprises the data sent to the physical link with-
out failure; and

sending the encapsulated data to a fourth logical port,

wherein the fourth logical port is configured to forward
the data sent to the physical link without failure.
10. An aggregation device, comprising a processor and a
memory, wherein the memory stores one or more instructions
for instructing the processor to perform the steps of:
receiving failure information, wherein the failure informa-
tion comprises a failure location of a failed physical link
and an identity of more than one corresponding logical
link, the failed physical link and more than one physical
link form a link aggregation group (LAG), each physical
link in the LAG corresponds to logical links with a same
identity, and the logical links with the same identity in
the LAG correspond to a telecom provider Retail Ser-
vice Provider (RSP) device of a backbone layer and a
receiving device of an access layer and forward data
separately through at least two aggregation devices at an
aggregation layer, wherein the aggregation layer is
located between the backbone layer and the access layer;

bundling, according to the failure location and the identity
of the more than one corresponding logical link, a logi-
cal link corresponding to the failed physical link with a
logical link corresponding to a physical link without
failure in the LAG to form a logical link aggregation;

transmitting, through the logical link aggregation, data sent
to the failed physical link;

bundling a first logical port with a second logical port to

form a third logical port in a forwarding table, wherein
the first logical port is configured to receive data sent to
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the failed physical link, and the second logical port is
configured to receive data sent to the physical link with-
out failure;

wherein transmitting, through the logical link aggregation,
data sent to the failed physical link, comprises:

encapsulating data received from the third logical port,
wherein the data received from the third logical port
comprises the data sent to the failed physical link, and
further comprises the data sent to the physical link with-
out failure; and

sending the encapsulated data to a fourth logical port,
wherein the fourth logical port is configured to forward
the data sent to the physical link without failure.

11. An aggregation device, comprising a processor and a

memory, wherein the memory stores one or more instructions

for instructing the processor to perform the steps of:
receiving failure information, wherein the failure informa-
tion comprises a failure location of a failed physical link
and an identity of more than one corresponding logical
link, the failed physical link and more than one physical
link form a link aggregation group (LLAG), each physical
link in the LAG corresponds to logical links with a same
identity, and the logical links with the same identity in
the LAG correspond to a telecom provider Retail Ser-
vice Provider (RSP) device of a backbone layer and a
receiving device of an access layer and forward data
separately through at least two aggregation devices at an
aggregation layer, wherein the aggregation layer is
located between the backbone layer and the access layer;
bundling, according to the failure location and the identity
of the more than one corresponding logical link, a logi-
cal link corresponding to the failed physical link with a
logical link corresponding to a physical link without
failure in the LAG to form a logical link aggregation; and
transmitting, through the logical link aggregation, data sent
to the failed physical link;
wherein when the failure location is located between the
backbone layer and the aggregation layer, the memory
stores one or more instructions for instructing the pro-
cessor to perform the steps of:
bundling a logical link that is located between the access
layer and the aggregation layer and corresponds to the
failed physical link with a logical link that is located
between the access layer and the aggregation layer
and corresponds to the physical link without failure;
bundling a first logical port with a second logical port to
form a third logical port in a forwarding table,
wherein the first logical port is configured to receive
data sent to the failed physical link, and the second
logical port is configured to receive data sent to the
physical link without failure;
wherein transmitting, through the logical link aggregation,
data sent to the failed physical link, comprises:
encapsulating data received from the third logical port,
wherein the data received from the third logical port
comprises the data sent to the failed physical link, and
further comprises the data sent to the physical link
without failure; and
sending the encapsulated data to a fourth logical port,
wherein the fourth logical port is configured to for-
ward the data sent to the physical link without failure.
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